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The current phase of development of local and global economic systems is 
characterized by quite serious problems [2; 5; 6; 16; 22; 29; 32; 38; 42]. These are 
economic, technical, technological, financial, environmental, social, migration, 
security problems, problems of inequality in society, problems of access to 
resources and their rational use. Thus, according to UN estimates, the rate of use of 
natural resources in the XX-XXI centuries has become threatening, exceeding the 
regenerative capacity of the ecosystem. Negative environmental effects are 
exacerbated by climate change, increasing the area of deserts, waste [13; 19; 23; 
27; 37; 44].  
Industry 4.0 changes the economic construct and landscape of the 
business environment and society [20; 24; 25; 26; 31; 33; 34]. The rules and 
procedures for economic operators' access to resources have also been significantly 
transformed. The nature of the use of economic resources is also changing due to 
the global pandemic and economic recession. The tactics and strategies of 
economic actors are determined by the challenges and risks posed by the “new 
economic and social normality”. We identify some new key challenges that shape 
the directions and features of business processes and social communications now 
(along with) (along with the “traditional”, purely economic, the influence and 
nature of which have been studied in great detail) [1; 7; 9; 10; 30; 35; 43].  
A wave of populism (both economic and social) that engulfs business, 
politics and society. Change of priorities and preferences, behaviour of consumers 
and producers of goods/services, focus on “simple decisions” as a consequence. 
The level of trust in government and business institutions as a key resource in 
economic relations is declining. The basic and necessary competencies and skills 
needed to ensure economic empowerment are levelled. The importance and 
demand for knowledge, skills, experience is weakened [22; 41; 43; 44]. 
“Trade wars” and economic sanctions are gaining ground in the global 
business environment. Countries and economic unions are increasingly using such 
measures to achieve political and economic goals [1; 42].  
Trade war between the United States and China, trade and economic 
conflicts between the European Union and China, the United States and Mexico. 
The aggravation of the geopolitical situation intensifies the application of trade and 
economic sanctions by the countries (USA – Russia; European Union – Russia; 
Canada – Russia, USA – North Korea) are examples. In some cases, trade 
restrictions and restrictions on economic cooperation with, for example, the 
Chinese companies Huawei and ByteDance (TikTok service) are dictated not so 
much by competition as by the national security interests of the United States, 
Great Britain, and the European Union. 
“Digital inequality” in the global business environment and society is 
growing rapidly. There is a stratification of business and social groups with 
increasing quantity and quality of technological solutions and know-how.  
Technology transfer, user accessibility, functionality, mobile services, 
mobile networks (5G), the use of artificial intelligence, robots, and other 
innovative technologies are a source of inequality of access to resources and 
business and social conflicts. For example, the logistics (delivery) and distribution 
of the COVID-19 vaccine due to medical and technological features may be 
conflicting.  
Technological and information security has been the subject of 
discussions between business and society in recent years. It is difficult to estimate 
the losses and risks of using artificial intelligence and robots in business processes 
now. As well as the problem of safe use, handling and storage of information in the 
era of “post-truth” (problems of analysis and involvement Big Data; access and use 
of private (personal), commercial, insider information, fakes, etc.) [39; 43].  
Migration is a source of conflict. Economic, social, climatic, etc. 
migration creates resource inequalities in host countries [28; 40]. In conditions 
when migrants do not want (more often) or cannot accept the “rules and laws” of 
the country to which they came, there are labour, social, environmental, religious, 
criminal conflicts [3; 4; 14; 17; 18]. Such turbulence of the environment negatively 
affects the economic situation of the host countries/regions. The situation has a 
steady tendency to worsen without the adoption by migrants of rules, labour 
culture, laws of the host country, their integration into the socio-cultural 
environment (implementation of the global principle of multiculturalism). Some 
countries see people as “new oil” (apparently in terms of the number, quality and 
economic “cheapness” of the resource) … 
Security as the main resource of socio-economic systems. Existing risks 
and the situation of uncertainty make completely new demands on the economic, 
informational, technological, commercial, social, cultural components of the 
overall security environment [12; 15].  
The growing importance of foreign markets and the protection of 
domestic markets to restore economic growth. Supporting domestic demand and 
protecting investment should be seen as a driver of future growth. In particular, the 
pandemic has given new impetus to the economic debate on the feasibility and 
effectiveness of such a financial instrument as universal (unconditional) basic 
income.  
Many countries use various forms of financial support during the crisis: 
cash benefits for workers who lost their jobs due to the pandemic; payments to the 
temporarily unemployed; preferential lending to individuals and businesses; 
reduction or temporary cancellation / suspension of tax and rent payments; finally, 
the distribution of certain sums of money to all citizens (so-called “helicopter 
money”). Such measures allow to support business activity and purchasing power 
of consumers in the domestic market.   
Environmental policy lost its importance during the recession. Return to 
the environmental priorities of sustainable economic growth is possible provided 
that the appropriate economic level (pre-crisis) is reached. The conflict of the 
environmental challenge is related to the procedures of access and allocation of 
natural resources directly. Individuals and territories face the problem of ecological 
conflicts more and more often, their number is constantly growing. The most 
significant of them are water, land, atmospheric, resource (oil, gas, coal) conflicts 
[8]. Conflicts are destructive and significantly weaken the potential for sustainable 
systems. The situation of the “resource curse” as well as the “resource deficit” is 
unfavourable for economic entities and the environment. 
Alternative (“renewable”) energy and “green bonds” [11; 15; 21; 36; 37] 
are developing rapidly in the world. However, you should also keep in mind some 
negative effects on the environment (solar, wind). There is an effect of “renewable 
energy/resources” for the global environment, as a weakening of the “petrocracy”, 
the power of the oil business lobby. 
The success of economic recovery with further growth depends on 
overcoming global and local negative trends. But possible new “black swans” 
should not be discounted. 
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